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(2)David Emm: Cybercrime and the law: a review of UK computer crime legislation, 29 May 2009;
Edmand Dester Thipursian and others: Case Study — News of the World Phone Hacking Scandal
(NoTW)-Posted in Hacking on April 3, 2014, no.7, this study available online at:
http://resources.infosecinstitute.com/case-study-news-world-phone-hacking-scandal-
notw;Computer Misuse Act 1990, from Wikipedia, the free encyclopedia, this page was published
on (January 2009), and available online at:
https://en.wikipedia.org/wiki/Computer Misuse Act 1990.

(1) Derek Wyatt and others: Revision of the Computer Misuse Act: Report of an Inquiry by the All
Party Internet Group, June 2004, no.7 ,p.3, this report available online at:

http://www.cl.cam.ac.uk/~rnc1/APIG-report-cma.pdf; Stefan Frederick Fafinski: Computer use and

misuse: the constellation of control, Ph.D, University of Leeds, Sep 2008, p.33.; Reform of the
Computer Misuse Act 1990, Prepared by ICF Legal Subgroup in 30th April 2003, p.4, this study
available online at: http://www.internetcrimeforum.org.uk/cma-icf.pdf
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Ryan H. Niland: The CFAA'S vagueness problem and recent legislative attempts to correct it, NC.
J.L & TECH 2014, p.212.
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Kristin Westerhorstmann: The Computer Fraud and Abuse Act, P.R, p.150.
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An statistic about number of internet users in the United States from 2015 to 2022, this statistic
available online at: https://www.statista.com/statistics/325645/usa-number-of-internet-users/
Computer Security _isseSll (sl 3gnn o ) 3EV0 FBT 483 Y1 4128l caaluall 48 jaay zease Goal Yooy SO
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Orin S. Kerr: Cybercrimes Scope: Interpreting access and authorization in computer misuse statutes,
P.R, p.1605.
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Alden Anderson: Comment, The Computer Fraud and Abuse Act, P.R, p.484.
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Federal guide lines for searching and seizing computers, available online at:
http://www.usdoj.gov/criminal/cybercrime/searachdocs/toc.html
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Yearwood Douglas L:Prosecuting Computer Crime in North Carolina: Assessing the Needs of the
State’s District Attorneys, May 2003, p.1, this study published by North Carolina Governor's Crime
Commission and available online at:
http://www.ncgecd.org/PDFs/Pubs/NCCJAC/cybercrime.pdf
(1) Orin S. Kerr: Cybercrimes Scope: Interpreting access and authorization in computer misuse statutes,
P.R, pp. 1615 —1616.
(2) Mark D. Rasch: Criminal Law and The Internet, P.R, pp.12-14.
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(1) Orin S. Kerr: Cybercrimes Scope: Interpreting access and authorization in computer misuse statutes,
P.R, pp. 1615 — 1616; Mark D. Rasch: Criminal Law and The Internet, P.R, p.17.

(2) Orin S. Kerr: Cybercrimes Scope: Interpreting access and authorization in computer misuse statutes,
PR, p. 1625.

(1)The relevant statute reads «Any person who uses a computer or computer network with knowledge
that such use is without authority and with the intention of: (A) Deleting or in any way
removing, either temporarily or permanently, any computer program or data from a computer or
computer network; (B) Obstructing, interrupting, or in any way interfering with the use of a
computer program or data; or (C) Altering, damaging, or in any way causing the malfunction of a
computer, computer network, or computer program, regardless of how long the alteration, damage,

or malfunction persists shall be guilty of the crime of computer trespass».
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(2) Wash. Rev. Code Ann. § 9A.52.110 (1) reads «A person is guilty of computer trespass in the first
degree if the person, without authorization, intentionally gains access to a computer system or
electronic data base of another; and (A)The access is made with the intent to commit another
crime; or (B)The violation involves a computer or database maintained by a government agency».
(1) State. v Olson, 735 P.2d 1362 (Wash. Ct. App. 1987).

(2) State. v Fugarino, 531 S.E.2d 187 (Ga. Ct. App. 2000).
(3) Orin S. Kerr: Cybercrimes Scope: Interpreting access and authorization in computer misuse statutes,

PR, p. 1635.
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(1)Subsection 1030(A/1)« Whoever Having knowingly accessed a computer without authorization or
exceeding = = authorized access, and by means of such conduct having obtained
information that has been determined by the United States Government pursuant to an Executive
order or statute to require protection against unauthorized disclosure for reasons of national defense
or foreign relations, or any restricted data, as defined in paragraph y. of section 11 of the Atomic
Energy Act of 1954, with reason to believe that such information so obtained could be used to the
injury of the United States, or to the advantage of any foreign nation willfully communicates,
delivers, transmits, or causes to be communicated, delivered, or transmitted, or attempts to
communicate, deliver, transmit or cause to be communicated, delivered, or transmitted the same to
any person not entitled to receive it, or willfully retains the same and fails to deliver it to the officer

or employee of the United States entitled to receive it».
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(1) Subsection 1030(A/2) «Intentionally accesses a computer without authorization or exceeds
authorized access and thereby obtains: (A) information contained in a financial record of a financial
institution, or of a card issuer as defined in section 1602(n) of title 15, or contained in a file of
consumer reporting agency on a consumer, as such terms are defined in the Fair Credit Reporting
(Act 15 U.S.C. 1981 et seq.); (B)Information from any department or agency of the united states. or;
(C) Information from any protected computer.

(1) Subsection 1030(A/3) «Intentionally, without authorization to access any nonpublic computer of a
department or agency of the United States, access such a computer of that department or agency that
is exclusively for the use of the Government of the United states or, in the case of a computer not
exclusively for such use, is used by or for the Government of the United States and such conduct
affects that use by or for the Government of the United States».

(2)Subsection 1030(A/4) «Knowingly and with intent to defraud, accesses a protected computer without
authorization, or exceeds authorized access, and by means of such conduct furthers the intended
fraud and obtains anything of value, unless the object of the fraud and the thing obtained consists
only of the use of the computer and the value of such use is not more than 5000 $ in any one -year

period».
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(3)Subsection1030(A/5) «(1)Knowingly causes the transmission of a program, information, code, or
command, and as a result of such conduct, intentionally causes damage without authorization, to
protected computer. (2)Intentionally accesses a protected computer without authorization, and as a
result of such conduct, recklessly causes damage: == (A)caused (or, in the case of an attempted,
would, if completed, have caused. lass to 1 or more persons during any 1 -year period (and for
purpose of an) investigation, prosecution or other proceeding brought by united states only, lass
resulting from related course of conduct affecting 1or more other protected computer aggregating at
least U S D 50008 in value or Caused a damage affecting 10 or more protected computers during
any 1-year period. (B)The modification or impairment or potential modification or impairment, of
the medical examination, diagnosis, treatment or care of, 1 or more individuals - physical injury to
any person a threat to public health or safety. (C)Damage affecting a computer system used by or
for a government entity in furtherance of the administration of justice, national defenses or

security».



/—Jm " Tl sl - ;,.‘i/wnmn- ($olasll ;};wn TRV

S Gl b 7)Y ekl 8 ame s WS YL JliaY) el e IS T
Slen G i s gl DA e (K dgilie lagles 5 (= = 555
(VS 0

e dmplall slanll eVl G Aalial slanl e i) lasyl 1 ()
NaT e sl saniall Y Ao gSa A pray a2iid) JignaS) 138 ()

6 Al e b ol lsal o 4t Jgeamall cats ol Sl5ul A 4l Cijdlg e JS -V
ol Guh oo danal Ao g s iy G Aplaall R 8 53l Caagy g
() e gy Jlail

Fraud and related activity in s seSU z ol iy Aball 53 Jaliill y JusaYh S Y sl e ()4 Y9 skl
i 4l et ellaa Leal) i) salall (e dadd Jl) 38 (e ualid) 2l e 5 cconnection with access devices
eyl f Jaal) Ay 3 plaand) ol ¢ DAY (s AT A8 play o sl Sl ¢l
Subsection 1029(D/5) «The term “traffic” means transfer, or otherwise dispose of, to another, or
obtain control of with intent to transfer or dispose of».
(2) Subsection 1030(A/6) «Knowingly and with the intent to defraud traffics (as defined in section 1029)
in any password or similar information through which a computer may be accessed without
authorization if: (a) Such trafficking affects interstate or foreign commerce; or (b) Such computer is

used by or for the government of the United States».
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= Eric A. Fischer: Federal Laws Relating to Cyber security: Overview and Discussion of Proposed
Revisions, CRS 7-5700, June 20, 2013, p.33.

(1)Subsection 1030(A/7) «With intent to extort from any person any money or other thing of value,
transmits in interstate or foreign commerce any communication containing any: (A) Threat to cause
damage to a protected computer;(B)Threat to obtain information from a protected computer without
authorization or in excess of authorization or to impair the confidentiality of information obtained
from a protected computer without authorization or by exceeding authorized access; or (C) Demand
or request for money or other thing of value in relation to damage to a protected computer, where

such damage was caused to facilitate the extortiony.
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The recommandation No R (89- 9) adopted by the council of ministers on 12 September 1989, p.28.
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Stefan Frederick Fafinski: Computer use and misuse, Ph.D, P.R, pp.37, 74.
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(1)The Hacking of Computers and the Criminal Law, an article written by selected team of legal experts,
this article available online at:
http://www.inbrief.co.uk/offences/hacking-of-computers.htm; ~ Relevant  Penetration = Testing
Legislation in the UK, published on Tuesday, 3 April 2012, and available online at:
http://rewtdance.blogspot.com/2012/04/relevant-penetration-testing.html
(2)Neil Mac Ewan: The Computer Misuse Act 1990: lessons from its past and predictions for its future,
Crim. L.Rev 2008, pp.956-958.
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David Emm: Cybercrime and the law, P.R; Stefan Frederick Fafinski: Computer use and misuse,
Ph.D, P.R, pp.76-77; Relevant Penetration Testing Legislation in the UK, P.R; See also: An article
entitled Crime, available online in June 2009 at: http://www.out-law.com/page-405; Computer
Misuse = = Overview, 1 February 2007, this article available online at:
http://www jisclegal.ac.uk/Legal Areas/ComputerMisuse/ComputerMisuseOverview.aspx
led a5 s lai¥) ¢ il b il <Lord Northeskelu s 2,8 (Sanall psenll (ulae sime s (e 33kl 028 can J&1 ()
k) Gl 8 iy iall la saa] sl A jall 5 (i 5 Y Baal Gusll A e
Neil Mac Ewan: The Computer Misuse Act 1990, P.R, p.966; Stefan Frederick Fafinski: Computer
use and misuse, Ph.D, P.R, pp.78-80; Police and Justice Act 2006: available online at:
https://wiki.openrightsgroup.org/wiki/Police_and_Justice Act 2006#Making.2C_supplying_or_obt
aining_articles for_use_in_computer_misuse_offences
Jie 3 g 15Y) Slalae Aala) Wil o oY ¢ sl coaf Jlane 3 colelal) U (30 5 58 il el syl 3Ll o3 il a5 (V)
Ll ey Balall 3gh coDll 5 Ayl lilaad Balinall (pualill ol shad AT (po o a5 clpag oy A 18 2 iy 5 saaaSl) el
5 s o) g Lal 2l Sy il eyl o ISy a3l Jleel 8 Lealatind sl o (Sa i e 5l il ¥ e
Ay B g g ke e 5a Loy g sphe b Le On 20all leapu ji v Slaall o S siiny Bl Les e 50 g gl de 5 ke
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Neil Mac Ewan: The Computer Misuse Act 1990, P.R, p.966; Stefan Frederick Fafinski: Computer
use and misuse, Ph.D, P.R, p.80; Police and Justice Act 2006, P.R; David Emm: Cybercrime and the
law, P.R.
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(1) Section 1 — Unauthorised access to computer material.

(1)Aperson is guilty of an offence if: (A) He causes a computer to perform any function with intent to
secure access to any program or data held in any computer; (B)The access he intends to secure is
unauthorised; and; (C) He knows at the time when he causes the computer to perform the function
that is the case.

(2)The intent a person has to have to commit an offence under this section need not be directed at: (a)
Any particular program or data; (B) A program or data of any particular kind; or (C) A program or
data held in any particular computer».

(1) Section 2 — Unauthorised access with intent to commit or facilitate further offences « (1) A person is
guilty of an offence under this section if he commits an offence under section 1 above (The
unauthorised access offence) with intent:(A) to commit an offence to which this section applies; or
(B) to facilitate the commission of such an offence (whether by himself or by any other person); (C)
and the an offense he intents to commit or facilitate is referred below in this section as the further

offense».
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(2) The Hacking of Computers and the Criminal Law, P.R; Paul Mobbsfor: Computer Crime - The law
on the misuse of computers and networks, an article available online at:=
=http://www.internetrights.org.uk/index.shtml?AA_SL _Session=8fa795873994ed10dd54938b9822
7a99&x=605

(1) Paragraph (3) from Section 2 « It is immaterial for the purposes of this section whether the further
offence is to be committed on the same occasion as the unauthorized access offence or on any future
occasiony.

(2) Paragraph (4) from Section 2 «A person may be guilty of an offence under this section even though

the facts are such that the commission of the further offence is impossible».
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Jsaall Lalall dulilly jolanall Jsaall dalall IV soalall asdllad @lidg ¢ e
e oAl papaty Gl hall QS e papailly Jygetl) sy sl
Dlans ) Jpasll sl Jee 8 Luadd 4t Jaxill o0 Emma Pearce
i JleeY diaialy Lo Lyl ol illy byl dglae 6 dadiled) LIS

¥ layay dalill Lidleay daSadll cucais Emma Pearce Jelall dually Ul
o Aphy leaslsl SA Adlle T salall gidllae el ol 8y ¢ i jind 4
Gl EBla J) Jseasll Malcolm Farquharson Sipd (e Slaals dc g i
O Byl s ) 4l

) ol Al Al 8 @l VA9 (g8 e (VY) B3kl (e 1501 8 E B avaly el 138 e (5 30aiY) ¢ il ST (T
N sa b sdaall Jpaill 5l ool lasy Aalal)y Z 53l g g 3a e pall 5 Jall Jae — A 33l g guin g asal)
Lo an g Sl clagl LAl (lal g gum g o sad) (e (sl et agiall o cpilanall A iz gy el i g 5 51 el
s Byl oK1 Al 45l i 13 - el g oy plaall Jpaal) - 1 5L g g e e yalls 4TI = = (e ey
(NS 5 ) odn iy LB el s Cogus (A ¢ AN D (V) 5Ll 5y jiall Ailinl (5 50 ) olimii) 500 0l 5
Paragraph (1) from Section 12 «If on the trial on indictment of a person charged with: (A) an o
offence under ffence under section 2 above; or (B) an offence under section 3 above or any attempt
to commit such an offence;
the jury find him not guilty of the offence charged, they may find him guilty of an offence under
section 1 above if on the facts shown he could have been found guilty of that offence in proceedings
for that offence brought before the expiry of any time limit under section 11 above applicable to
such proceedings».
(1) R. v Malcolm Farquharson and Emma Pearce (Croydon Magistrates Court 9/12/1993).
30 8 A e e ) el Alaa Lo aleall SSa Ll o Lal 130 6 3lait) ol s 8 Jan e el Sl o2 Sy -
REEETAVAR:

(Computer Weekly 13 January 1994)
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(2) R. v Stephen Burrell (Northampton Magistrates Court 28 /11/2013)
(3) R. v Imran Uddin (Birmingham Crown Court 24 /4/ 2015).
(1) R. v Andrew Skelton (Bradford Crown Court 17 /7/2015).
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The CFAA'S vagueness problem and recent legislative attempts to correct it, P.R, p.229.
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Subsection 1030(E/6) «The term “exceeds authorized access” means to access a computer with

authorization and to use such access to obtain or alter information in the computer that the accesser
is not entitled so to obtain or alter.
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Liu Qian and others: Computer Forensics, P.R, pp.2,4,9.
(1) Neil Mac Ewan: The Computer Misuse Act 1990, P.R, p.962.
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(3)Neil Mac Ewan: The Computer Misuse Act 1990, P.R, pp.961-962; Stefan Frederick Fafinski:
Computer use and misuse, Ph.D, P.R, p.56; Eric A. Fischer: Federal Laws Relating to cyber
security, P.R, p.30.
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Kristin Westerhorstmann: The Computer Fraud and Abuse Act, P.R, p.159.
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David Emm: Cybercrime and the law, P.R.
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Yearwood Douglas L: Prosecuting Computer Crime in North Carolina, P.R, p.9.
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(1) Derek Wyatt and others: Revision of the Computer Misuse Act, P.R, nos. 101, 105, pp.15-16.
alle @ai 4l Cyberspace s S sbadl) ¥ o) o i Led o b e gl il sheal) (Y 2S5 a1 Apa il Aiall) e (V)
YLty iy e Y) A0 L La e slaall alail gt L) (e Ay jie A3 g ally (5315 elgla slaa Gy Laaia
eSal 5 Aadlaall illeal Aianaiall 5 i ganeSll Aalail
Cyberspace is defined as «A global domain within the information environment consisting of the
interdependent network of information systems infrastructures including the Internet,
telecommunications networks, computer systems, and embedded processors and controllersy». About
that see: Eric A. Fischer: Federal Laws Relating to Cyber security, P.R, p.1.
(3) Liu Qian and others: Computer Forensics, P.R, p.3.
(1)Neil Mac Ewan: pp-963-964.
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(1) Reform of the Computer Misuse Act 1990, P.R, p.7.
(2) Martin Wasip: Computer crimes and other crimes against information technology in the U.K,

Rev.int.dr. pén, 1993, p.631.
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(1)Subsection 1030(E/1)«The term “computer” means an electronic, magnetic, optical, electrochemical,
or other high speed data processing device performing logical, arithmetic, or storage functions, and
includes any data storage facility or communications facility directly related to or operating in
conjunction with such device, but such term does not include an automated typewriter or typesetter,
a portable hand held calculator, or other similar device».
(2) Reform of the Computer Misuse Act 1990, P.R, p.7.
pduziy addive (yshe Yoo G en i Y eddie s &1l V49N A i Jila S i Y AL eadiie Sael ) 35 (T)
Ll 8 Y eV R andie Gale €00 5 ke ) Jead saall 138
Stefan Frederick Fafinski: Computer use and misuse, Ph.D, P.R, p.52. =
Alall 13 Algi Lualle ci yiy) Ciladd addiis a3e Jpems 4 L3l Y o) Y A YLt 1l slaiSl Glal) el oLy by =
aniall aaY) Ll afga Sl @lld 3 st jlle £ LY
https://news.un.org/ar/story/2017/07/280202
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gallall LAY 50 g a5 el (e 5l o) i 5e5 31 g SSIY) 8 sall Ll (pas ¢(CTA) BSsedl) g 36l
e saaiall LY 8 Y o)) R oal g s S a8 U3l &Y 5 Ay g SISy pallall i gus AS 5 gigas
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Kristin Westerhorstmann: The Computer Fraud and Abuse Act, P.R, pp.159,165,169.
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Orin S. Kerr: Cybercrimes Scope: Interpreting access and authorization in computer misuse statutes,
P.R, p.1650.
(1)Ryan H. Niland: The CFAA'S vagueness problem and recent legislative attempts to correct it, P.R,
p-209; Michael W. Bailie and H. Marshall Jarrett: Prosecuting Computer Crimes, P.R, p.103.
(2)U.S .v Scott, 250 F.3d 550, 552 (7th Cir. 2001).
(1)Communications Offences, General Charging  Practice, available  online  at:

http://www.cps.gov.uk/legal/a_to c/communications_offences/
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R. v Ross Pearlstone (Bow Street Magistrates Court).About this judgment see: Michael J L Turner:

Computer Misuse Act 1990, Cases a database published in 2014, these cases available online at:
http://www.computerevidence.co.uk/Cases/CMA.htm

(3) Martin Wasip: Computer crimes and other crimes against information technology in the UK, P.R,
p.631; The Hacking of Computers and the Criminal Law, P.R.

(1)Subsection 1030(E/2) «The term “protected computer” means a computer: (A) exclusively for the use
of a financial institution or the United States Government, or, in the case of a computer not
exclusively for such use, used by or for a financial institution or the United States Government and
the conduct constituting the offense affects that use by or for the financial institutionor the
Government; or (B) which is used in or affecting interstate or foreign commerce or communication,
including a computer located outside the United States that is used in a manner that affects interstate

or foreign commerce or communication of the United States».
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= Michael W. Bailie and H. Marshall Jarrett: Prosecuting Computer Crimes, P.R, p.4; Charles
Doyle: Cybercrime: An Overview of the Federal Computer Fraud and Abuse Statute and Related
Federal Criminal Laws, CRS 7-5700, October 15, 2014, p.18; Kristin Westerhorstmann:The
Computer Fraud and Abuse Act, P.R, p.151.
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(1)Kristin Westerhorstmann: The Computer Fraud and Abuse Act, P.R, p.151.
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Subsection 1030(E/12) «The term “person” means any individual, firm, corporation, educational
institution, financial institution, governmental entity, or legal or other entity».
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Subsection 1030(G) «Any person who suffers damage or loss by reason of a violation of this section
may maintain a civil action against the violator to obtain compensatory damages and injunctive
relief or other equitable relief. ... No action may be brought under this subsection unless such

action is begun within 2 years of the date of the act == complained of or the date of the discovery



"o " - mAah i - okt o9\al 5T A

:4galasy) aslaal) alaf Aaall Adgiual) (b Y=

el e Al Aolaty) WSladll (mey @dan) 4 liall Qo) g b
elom clgalal degiyall sl (ol b duaall Al Wbl dg il 4l dl)
Sy 4 ¥l as) ff dalasy) dasSalls Lile o Lals (add s padl oS
e dale 3

Gl ¢y praiil) i) QU1 e QLSS L) ABe s Uadll (g peaie ol
Cailagall aal I Yo T A A 5aY ) A palanV) A aSaally A paad) jilsall sas
A bl Gl 3l gaal o bl Jacob Citrin ea s ¢ sarsaill
O ) 858l e el aull asalladl International Airport Centers ey
O oyslatl (aDlaniy VAAT Al S galan) sl g (V4 Y) 3ol
8 48,000 aladl JisnaSl (e Clagleay Cilile Coaag daldy (Jsaally 4l 7 siaal)
gy alee o1 Lol ) cilillae olia) Cangs @lliy ¢lgie 4l

3580 G dasp AN Jeadl ADle 8 Jial Al ddayly o) ) AeSadll cuadg
oSl aladin) a4l Cmie e 3D eda ) ) cagle eadls el
Zsll 4 mgiedl sl agiall Golad b Jaaid Ll e Ll @Sl (alil)
peial) aliss cad Al Clasbeall Cada 5l s sl doadt U i Y (53l ¢ gl
Galdll iguasSil i) cilaslaally cililall Cada ) o) 53 galipal) iy o)
O i) s aallad Uad () o8 43ld (A8,

of the damage, ....»_. about this see: Warren Thomas: Civil Liability under the Computer Fraud

and Abuse Act (CFAA), Law Library of the Georgia State University College of Law 2010, Paper
22, p.2; Alden Anderson: Comment: The Computer Fraud and Abuse Act, P.R, p.456; See also:
Computer Fraud and Abuse Act (CFAA), an article From Internet Law Treatise, last modified
on 24 April 2013, and available online at:
https:/ilt.eff.org/index.php/Computer_Fraud and Abuse Act (CFAA).

(1) International Airport Centers, L.L.C. v. Citrin, 440 F.3d 418 (7th Cir. March 8§, 2006).

(1) Ryan H. Niland: The CFAA'S vagueness problem and recent legislative attempts to correct it, P.R,
p-214; Alden Anderson: Comment, The Computer Fraud and Abuse Act, P.R, p.453, 458; See also:
Computer Fraud and Abuse Act (CFAA), an article From Internet Law Treatise, P.R; Computer
Fraud and Abuse Act, an article published on 2015, and available online at:

https://en.wikipedia.org/wiki/Computer Fraud and Abuse Act
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(2) Michael W. Bailie and H. Marshall Jarrett: Prosecuting Computer Crimes, P.R, pp.41, 44; See also:
Charles Doyle: Cybercrime: An Overview of the Federal Computer Fraud, P.R, pp. 24,38; Alden
Anderson: Comment, The Computer Fraud and Abuse Act, P.R, p.456 —457; Warren Thomas: Civil
Liability under the Computer Fraud and Abuse Act (CFAA), an article From Internet Law Treatise,
P.R,P.3.
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= Subsection 1030(E/11)«The term “loss” means any reasonable cost to any victim, including the cost

of responding to an offense, conducting a damage assessment, and restoring the data, program,

system, or information to its condition prior to the offense, and any revenue lost, cost incurred, or
other consequential damages incurred because of interruption of service».

(1)U.S .v. Middleton, 231 F.3d 1207 (9th Cir. 2000).
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(2)U. S v. Rodriguez, 628 F.3d 1258 (11th Cir. 2010).

(1) Ryan H. Niland: The CFAA'S vagueness problem and recent legislative attempts to correct it, P.R,
pp.230, 234,235.
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- Paragraph (2) from section (11) «Subject to subsection (3) below, proceedings for an offence under
section 1 above may be brought within a period of six months from the date on which evidence
sufficient in the opinion of the prosecutor to warrant the proceedings came to his knowledge».
- Paragraph (3) from section (11) « No such proceedings shall be brought by virtue of this section more
than three years after the commission of the offence».
(2) R .v Junaid Hussain (Southwark Crown Court 27/7/2012).
(1) R. v Oliver Baker (Cardiff Crown Court 2011, (2011 EWCA Crim 928).
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Edmand Dester Thipursian and others: Case Study — News of the World Phone Hacking Scandal, P.R,

no.7.
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(1)Kristin Westerhorstmann: The Computer Fraud and Abuse Act, P.R, p.150; Michael W. Bailie and H.
Marshall Jarrett: Prosecuting Computer Crimes, P.R, p.18; Charles Doyle: Cybercrime: An
Overview of the Federal Computer Fraud, P.R, p. 17.
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O Y1 8 Leaaysl ) eyl alase Dlgind oy cdlashea) el 3yaally
Ciela OX cs zpad) bl 35las o gopiall e mololl Jladl apats (Ve T ol
ile @l ) Uil L osas e Al Jbly dasie cilapaill o3 8 zslsl) Jladl
Jad Qs (Sa¥) salat¥) podall JB (e sageasall @ligiall of 8 O (Sas
@A) Jadl e Ladaal aiy leg = 45 omaal) Jsaadll lad o = il e Jsal)
D L g clas

izl (VoY) salall e LB syl Lgtea Al Clgiall o)l Y
agiall Ly Gausy dle e s cdygiall addie CiylaS dgall Caplal SoudY) salanyl g il
Bl s Gl Jlay oV e¥e) o) e (I 8L Bl Lbal) gaa) GlSHL
Seclsin e e Y e aadl 5l Aahall dgie day AN syl e §/05Y)
& g IV il e J) il sl Aapall QIS e ¢y dall ol I
gl g ) Bl Letie A wihall sas) GlSHL agiall ) Gow pxe Ala
o gl S Ahall @l gaa) QIS agiall ol oy G 18 Mglsy)
Y osae cand) o dalall JYV) 55l e JoY) ol ddllae oW el S el
e Y] 2l ade Gl Lasa @iy ctiagiall Gila B Sl i oppdie e a3
LDz 5 )

(1) {1 /A } From Subsection 1030(C) «A fine under this title or imprisonment for not more than ten
years, or both, in the case of an offense under subsection (a)(1) of this section which does not occur

after a conviction for another offense under this section, or an attempt to commit an offense

punishable under this subparagraphy.
(2) {1 /B } From Subsection 1030(C) «A fine under this title or imprisonment for not more than twenty

years, or both, in the case of an offense under subsection (a)(1) of this section which occurs after



— "l sl - ,,_fj/umt- 5o\l ;;;wl E=TR

Sle Gan Il s G syl e Gl aull Ui ade Cual L Sl
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G pls o Io¥1 88 e (Vet) ol e (agaial whall (gaa) GlSi) s
138 Ol (gl o Y1 s sl bl (saa) S aetall Al
Syl 3 gyl o I Bl b aalsl el o) IS agiall oy Gon
25 Y 32al ol sl Aalall Leg) Ll (Veg) i) Aallaal 53 g pall 4y siall o<
Bl e f B wil) @l e ai Lo ¢Oingiall Gila VIS ol clgin e e
Lz
i) apdal) 8 dagsadl dyghe ¢

asic 149 (silE e IV 3ol e FAEN Bl 8 itV g i) 2
B o galall Gaelal) (goival) jslaii ¥ il Aahal) o el die Holatii Y sae (sl
Gl cAtlosteal AalSl mally posdall e Jsdadll dapa ol ogiall oila
e Ay V) Ol (B SiguaSl dge o shaall Joaall ane it ladysl
RAUSSOARENKS

Ol Gl s ilail 3 el alaid sl wiha il el
Coalall alasind 3elud (53l Aaalye Laldd) Anlalyll sl diad cluagil gl
B adiall laypsi (8 Cuagl il cdede e abaadl dalall G V4403l )
Gaadl ellyg (ad 3l Cliggally Blaty Ladd dals (Al 18 Jhan 8y iy Yoo 8

a conviction for another offense under this section, or an attempt to commit an offense punishable
under this subparagraph».
(3) { 3/A } From Subsection 1030(C) «A fine under this title or imprisonment for not more than five

years, or both, in the case of an offense under subsection (a)(4) or (a)(7) of this section which does

not occur after a conviction for another offense under this section, or an attempt to commit an

offense punishable under this subparagraphy.
(1) { 3/B } From Subsection 1030(C) «A fine under this title or imprisonment for not more than ten

years, or both, in the case of an offense under subsection (a)(4),[4] or (a)(7) of this section which

occurs after a_conviction for another offense under this section, or an attempt to commit an offense
punishable under this subparagraph».

(2)Paragraph (3) from section (1) « A person guilty of an offence under this section shall be liable on
summary conviction to imprisonment for a term not exceeding six months or to a fine not exceeding

level 5 on the standard scale or to bothy.
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sy Genll L) L) 3ol ddllae dygie cmals ) — (PJA) Justice Act 2006
Dol gila gas) o Dby i oadl
GISH) aaly Hshaall Jaall dapa ol ilai¥) g il Lol ) A ghall Ll
Do glai Y Baal andl gd Al salall 335l (AT Kha IS il ]
Oo fielall sl @iy e Cual Lavs oodisiall ol WIS ) daall o i
lanlls ddayill oel8 Adanl oAl Jaedll Jla LS, (V490 alE e dsll) 3ol
Lsie (e Jie 28 ()<Y Ll I salal) Al 53 gempall Agiall Ao Yoot Al

Aloal 2 Jlea) i cHouse Of Commons sty sl a sanll Galaa (8 Alavisall Ll (e b jobias Ciial dilias] 8 (T)
Yol e I Yot e g Lasaall 8 Shigs et (e JS 8 )48 Al V1 sl ahasid selu) () 5l Al ally 25 5al)
oaE Aaals (e dualin g V39 A gl e Allaell g dda yil gl (s gy = = Yoot A Janad dBaal A A ol
ale bl Aglan odgy 258 (Ll a8 A5 5l Qi jald) aae Galii o o i (Sl L 1390 o gilE 8 52l )1 il el
o J5aal Aalall s 1Y) alal) il AMAAIL i a © Lgia ey ya YY) 39+ () gl AaA Al A5 5l 231 jad) dae Gl Yov g
S ) e m a Tl gl m s stanall Jpally sl y 28 Sakall amid AARIL 5 T ¢l 43 - el
e leal s Yo o0 din by ¢ 5 anaSll 2 e 3 Jysnil) of i) jlany alall s 2N salall el Sl i) ja Ve 5 2 all
dle g AN salall ASAll 23 ya A g At alall AEAAIL ey ya V) 5 sV 8aLall AGAAl K31 a0 Lgia Ay ya Y ) ol
Aallaally Ao ya VY AN salall ANl 2 sa © 5 (351 3oLl AdllAlly a3 g Y Lgie Fay ya YO 2 sall e Jlaad & Y
A0 Ll AENAAly iy s 5 () 5Y) BaLell AGLAAL A3 ja A Lgie ey pn 9 il ad) s Jlea) @l YooV le b g AN 5aLal)
a1 s Y1 salall Al Ay a1 ) Lghe ey VY i all dae Jlead &l Yo oA dle by AN salall ASLAl Sl e 4
Sa A g s Balall AEMAAI Aaga V) Lgie ey yn )8 i jadl dae Jlead &l Yoo 4 dle b g (AN 5 A5 oLl AdAally
Soa Vs N salall Adllaly W a ¥ Lgia aipn Ve el 2 llead gl Yo dle by GBI 5 A (nalell Adlaally
sl Adlian Yl odel Ll AU 5 Al pialall Zalla Ly
Computer Misuse Act 1990 Statistics: Total number of Computer Misuse Act Michael J L Turner
1990 Prosecutions in England and Wales 2004 — 2010, these statistics available online at:
http://www.computerevidence.co.uk/Cases/CMA%20Stats.htm

La) AaSlaall Lagia Y'Y o o3 Sligy ) yiladl (e JS 8 Yoo ¥ I VA9 syl 8 adl 1) gAY el al) ) <yl -
¥ ) ALYl A salall agiillaa Lagia Vo g oAl ol agislliad Lagia YA 323+ 59l e (I sY) oLl agiillaal
il Gl 8 cpilh g agd oS0 slinll Al sl e Talaie) daliall AaSlaall ) Lgilla) oy o (5 A

Yoo A i e Tlie) dgal s 1490 sl e Y e T Allaad) 5 s 80 () 5 Ldanl 3 claedl) cilis (1)
(2) Derek Wyatt and others: Revision of the Computer Misuse Act, P.R, n0.99, p.15; Paul Mobbsfor:
Computer Crime - The law on the misuse of computers and networks, P.R; See also: Computer
Misuse Act 1990, from Wikipedia, P.R; An article entitled Crime, P.R.
(3) Paragraph (5/ B) from section (2) « The maximum penalty on conviction on indictment to five years

imprisonment, or a fine or bothy.
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(4) Stefan Frederick Fafinski: Computer use and misuse, Ph.D, P.R, pp.44-45; See also: An article
entitled Crime, P.R.



v’ " zﬁ ° fo ol 3
= sl = e~ (polasth [oplel 5 A4

Jae o Ll cigall Juill o515 i) Jaal lasi 5y el Cilysiall 8 gyl jle =¥
daly el eladls ¢ pdall e Jsaall 5) aall 4ysiall (8 g plall ile a8 i)
Aileglaall Ada) g cgsine o oandh addy olgw dalal) Al glaall daday)
Y sae uall dgie IOU 350y cdalall dlie) (alasYl ol ff dlgall dalal)
S caia all e ket Vs din Gl awed e JB Y A Aahally i ge J8
S Aaballs (i ge JEB Y 3ae Guall dygie AuBU 3l oyt gial) (pila (s2a)
(Ofasiall il gaa] sl cama Gl gle Holad Vs asis all Guaed e JB Y
agly & duaalall Ldalyl Jals saeadl oy poyiall e Jsaall Jladl ol
g adll Joaall slas Jledl QIS (Uadl) 3y )k

Al daldd) Ll b opad) Lad le dsal Jedl) Leg dali ey -
Lalai¥) oda Jaly aeal) s lly poytial) e Jsaall e o dealal) 4ilesled)
s oo B Y B2 el dgie Legd iy ladl) Gyl iy S Jealally
Ol gan) o cann call ke G5kt Vs axia Gl raad e JB Y ) Adpally
Rapad 3l cam (8 laySh L (V£) salal e (I BEIL 35 L Tiada (i gial)
oo JB Y sae Guall Lge Laldl) dglesbedl sl 43 2 padl 2l ol
S adin Gl awad lan Vg ania Qall G e JE Y ) Aabally el A
il saill e (10) 5ol Gail Tk ¢ iy siall il gaa)



¥ sl ~ mE A~ (ol oglal ST A

G allaal)
gasdiall i Jodall daypal dyilicalb b
tlgai — £ Y
il ey asliy A Al Y VA Ll VYO )y (gyead) (ygilall Eilaad Tl
b Agiloaill iplaill ey ayes Alial) 13 b SIS Cagas 1A iy penall dsladl)
Alaslaall Lla g phall e Jsaall Aapal (ulaily (Sia¥) (il

S e ) dgilead)) clagdal) —£ Y

Jnd o) Gald apad el i al (Spe¥) galaiV) g piall o Ga Lag LSS
L 1385 cds zyemal) Joadll lat ol dlaslaall ZaaBU Syaally gpiall e Jsaal
Y Banmiall Wagy e 2 5 (o Supal (V07 ) salall e A 8 )
S padall e Jsdall G5k o Aapall Biaal 4 LS Sl QL) Cbasl) (e
o3 5 (pa N (51 gyl slie Laa il b JsRall msiaall el sl
Ad) L) i) e 3l

S Bl g smge ilapaill 13l 4550 Aliaill ikl ailes Lo 38
Canal capll 1aa ¢ g (8 Aflial Clinlad e ol Lo ) AdlaY s o) lial)
(@AY Gkl e gl

VAAT oiley Aalall aclll Yoy e die SopeY) eloadll Gula Sl
S Bl e SE Sl sl Ay meadll JsAal Gelat ady Lad 4l
e B daadl el penesll Slead Calagall aladiul Als e (Vo) 32l (e
(s s dwye Calasdl John ety cpilagall aal ool a8 (Jaal) (aljef
& Al A8 AGE Gapall edaall Gililas 4y 4 zadll Jasll o)slail
e Dty Gile gidaey CilSE (e (Scanned Images) Wisca daguia jsom (S5
Ny Gany 2 48,300 palall 5isneSl) 4305 Dla

(1)U. S v. John, 597 F.3d 263 (5th Cir. 2010).
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(2)U.S .v. Czubinski, 106 F.3d 1069 (1st Cir. 1997).
e Cilidaill (o S wm ge Ales Lan Sy 5a¥1 Bl 531 3 Jandl (e Alla oSl 138 § um g a5l cian (1)
Michael W. Bailie and H. Marshall Jarrett: Prosecuting Computer Crimes, P.R, pp.32-34; Computer
Fraud and Abuse Act (CFAA), an article From Internet Law Treatise, P.R; Orin S. Kerr:
Cybercrimes Scope: Interpreting access and authorization in computer misuse statutes, P.R, p.1634.
(1) U. S v. Sullivan, 40 Fed. Appx.740 (4th Cir.2002)
(5 3 g5l A o) il Al il e paally Al ghaall RS Syl y g g pall st Jdall Amp a2 45 (Y)
SianaSll o ga o ghaaall Jsaall Aalalls ) 49+ (58 Ga 5V kel a8 5 cian al) odgr pals (i
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Al clagy Gl bl alall (bl e sbi ol 5 Loy inse Cilo
oS g camy AN lpaad o Al (puSla JSle Coplaall (AT Cile ghia s dwisy
& el Jaalls Lagal3l] pe A Baal Bgl) Cillg aa el Bin 3aal Gually Legile
el v sad paad) deas
Al YVY /ANY 4 Swindon Magistrates Court daSas Cuzmd LS
il agia Ve Adpid aia Yoo by Ay Astrid Curzon e add
Sl iilladl cade inall e (mipe il )05 bl s ad
oSl (alall ilesleddl AUl Ga o il addl clgie agiadl 1Y)

Ul ASlaad 1440 (5l e Y1 Balall Adllae (e AREU Q3 sad) e Jual) abaia) sie (g5l ¢ il of SHL s (T)
ol G ellyg el jall 028 i Magistrates Courts geloall aSlaes sbawsall 43 Jall aSlaally LUl 2Ll 5 «Crown Courts
by 5 el gl G Jsmasl el Alead iasaSll ool (8 Caansi 52 Jadll i pilae 5 g i (A agiall OIS 1) Y
B agiall OIS A5 elglillas b iy of mali s sl o (s sing (3 53 el Slea € Alla Al NS 5 ¢ i el 3 3L sine
(V1) Balall e s 5580 @l e cai Lo ULl ol el o3d 43 7 poadll e Jpmll == i 50 OIS S Gl

el o sial @ld (e

Paragraphs (1) from section (11) «A magistrates’ court shall have jurisdiction to try an offence
under section 1 above if:

(a) the accused was within its commission area at the time when he did the act which caused the

computer to perform the function; or (b) any computer containing any program or data to which the

accused secured or intended to secure unauthorised access by doing that act was in its commission

area at that time».

ol 58 caga 1490 (8 G 3o sl Cilgiall dast amy Jia Lgadi 5 eliall aSlaal (S Ao (el o 3ol g -

aSlall cillabis ¢y 518l "Wlae ) ella su)ﬁu&&d\é\ﬂ\wégiwkﬂ&zmu@\g Yoot aaad Al

okl el 8 Y e Al Al

Stefan Frederick Fafinski: Computer use and misuse, Ph.D, P.R, p.75.
(DR. v James Marks and James Mc Cormick (Leicester Crown Court 11 /1/2013). 13 Jsa a 5all
kil &sl - Edmand Dester Thipursian and others: Case Study — News of the World Phone
Hacking Scandal, P.R, no.7.
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ayia Yooo Wi iy Balwinder Basran e dplayyll 4y il bl
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1y g ayall 1ia Sy (Diass alyed 4, pSIY) Ay 3l Dl Jas ad
4l 52 1ls <Robert Campbell ca Al dday 5 byl al Gg il
adia VYoo lapnddam Yo /1A 4 Guildford Crown CourtiaSas
L)

o0 ddayd lalis 48laay Coventry Magistrates Court daSaa cacad LS
aalgily ¢ SAN Aalle A6V saldl asallad jedl 4830 sad) Lualls Michelle Begley
o35t il Al Galall sl Slen ot selud ok e (il oIS
olral el e Aslae (3 bl Gad) 3Se adsal dnsls 4 zadll Joan
i Lal cld g aalyal) sdg ABMe adaysi cuilK (sAlg alaal aaf e dra g
la )28 Zalyy Bennett ey Gabsladl 3oyl ahal aal Ldlasy Zjulai¥) oSlad) s
O (e Y salall asillad @l dilcadll il gy adly Sl 4gia Yoo
AL an ) Grra e Alagl) Ayl S Slea aladiuly 4aldl (144

(1) R. v Astrid Curzon (Swindon Magistrates Court 17/8/2012).
(2) R. v Dale Trever (Hull Crown Court 16/9/2010).
(3) R. v Balwinder Basran (Cannock Magistrates Court 9/9/2010).
(4) R. v Robert Campbell (Guildford Crown Court 8/6/2010).
) aSall pdgd L (V)
Michael J L Turner: Computer Misuse Act 1990, cases
a database, P.R.
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=0 padd Adlaa YV /Y)Y & Exeter Crown Court 4cSas ol LS
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ddlay YoV /A/Ye & Southwark Crown Court dxSas cllX Cuidg
omle sadd ddnll Gl g edl Auld 3aal Gwall Daniel Woo o3 add
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(2) R. v Mark Hopkins (Westminster Magistrates Court 9/8/2007).

(3) R. v Daniel Cuthbert (Horseferry Road Magistrates Court 7/10/2005).
(1) R. v Ashley Mitchell (Exeter Crown Court 3/2/2011).
(2) R. v Daniel Woo (Southwark Crown Court 20/8/2010).
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